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Abstract-Today MANETSs has reached to its pinnacle, as theahel for the MANETSs are increasing day by
day, due to the increasing demand for MANETSs inotar areas such as in Military operations, in fladfécted
areas etc., threat of security has also incredd@dETs has no protection from harms, so informatiam be
accessed by both authorized network users and adtiigkers because MANETs don’t have centralized
administration. In the presence of catty nodes,nizn problem in MANETSs is to design the rich sdgur
solution that can protect MANETS from various ragtiattacks. Flooding attack is kind of the secutirgat in
which source node sends huge amount of data, Rqaest (RREQ) and Sync packet to destination rtbde,
receiver will be engaged in receiving the excesaiveunt of Data, RREQ and Sync packets from tleledt
and cannot work properly. In this paper a surveyifferent mechanisms to detect and prevent thedia
attacks in MANETS is proposed.

Index Terms- MANETS, Attacks, Detection, Prevention

effect of the relatively low to moderate link cajtiss
1. INTRODUCTION is that congestion is typically the norm rathemttiae

Mobile Adhoc networks are special purpose networRXception, i.e. aggregate application demand will

created by set of dynamic wireless nodes which ce{fwely allpproach or exceed network capacity
transfer information by hop or multi hop throughyan requently.

intermediate node using dynamic routing through Power-constrained operation

temporary network design for special purpose. Some or all of the nodes in a MANET may rely on

Most mobile devices use radio or infraretyayieries for their energy. For these nodes, thetmo
frequencies for their communications which leada t0 o rtant system design criteria for optimizatioaym
very limited transmission range. Usually theyg that of power conservation.

transmission range is increased by using multi-hop
routing paths. In that case a device sends itsgiactk . Limited physical security

its neighbour devices, i.e. devices that are ifyqpie wireless networks are generally more prane t
tran:\(rjn;}ssmn rangle(. s b 5%zysical security threats than are fixed, hardwired
-hoc networks are temporary networks becausg,is - gyisting link security techniques are often

they are formed to fulfil a special purpose andseea ;i within wireless networks to reduce security
to exist after fulfilling this purpose. Mobile deds threats

might arbitrarily join or leave the network at atiipe,
thus ad hoc networks have a dynamic infrastructure.
To achieve the ambitious goal of providingS

ubiquitous connectivity, ad hoc networks have Sﬂec'the information about the different routing prottsco

properties that distinguish them from othgr netsork ¢ . .n as Ad-hoc on demand distance vector (AODV)
_The properties of MANETSs have been discusfgd and Odptimized link state routing (OLSR) protocols
in the following. etc., 3 section provides the overview to the different
_ _ types of Routing attacks in the MANETs and brief
* Dynamictopologies introduction to the flooding attack, M4 section

Nodes are free to move arbitrarily; thus, thewoek  ,-o\ides the information regarding the different
topology—which is typically multi-hop—may change jetection schemes for MANETS routing attacks, the
randomly and rapidly at unpredictable timesgh gaction provides the information regarding the
Adjustment of transmission and reception parametefferent prevention schemes for MANETS routing
such as power may also impact the topology. attacks and the"6section provides conclusion to the

whole paper.

The whole paper comprises of six sections, the 1
ection provides the introductionZection provides

* Bandwidth-constrained
Wireless links will continue to have significn
lower capacity than their hardwired counterpartse O

300



International Journal of Research in Advent Technology, Vol.2, No.5, May 2014
E-1SSN: 2321-9637

2. ROUTING PROTOCOLS never even used! This results in a further wasthef

A Routing Protocols is a touch stone that contmih wireless network capacity. Wha_lt_]s needed is a
rotocol that, on one hand, initiates the route

nodes determme_whlch way 1S chosen to send paCk%)%termmatlon procedure on-demand, but at limited
between computing devices in MANETSs. Basically . : .

; ~“Jsearch cost. The protocol described in this draft,
there are two types of Routing Protocols Proaabive

table driven which are DSDV, OLSR and reactive Otrermed the “Zone Routing Protocol (ZRP)".

on demand which are AODV, DSR. 2.1. AODV (Ad-hoc on demand protocol)

Ad-hoc on-demand Distance Vector routing protocol

MANET s Routina Protoco [9] uses on-demand route discovery technique to
ensure loop free, single path, hop by hop distance
vector routing. AODV operates in two sub phases.

Route discovery Phase is initiated by a source node
not having valid route to a destination node toclhi

it wants to send data. Route maintenance phase for

Proactive: Reactive: handling dynamic topology in MANET changes as
DSDV, AODV, the node moves or when some error persists. When a
OLSR DSR node wishes to send data to some destinationdtiflo

Route Request (RREQ) messages to all its

neighbouring nodes. An intermediate node receiving
RREQ updates its routing table with reverse route
entry to the source node if RREQ is unique. Soigce
and broadcast id determines uniqueness of a RREQ
packet. An intermediate node can further rebroadcas
RREQ to its neighbours or unicasts RREP message
back to the source node if it already has unexpired

A 4

Hybrid: route to that destination in its routing table otrise
ZRP, destination node replies.
ZHLS In AODV, a node can receive multiple RREP

messages for one route discovery message serit but i
maintains only one entry per destination in itstirog
Fig.1. MANETs Routing Protocols table. An intermediate node always forwards first
Reactive protocols [12] invoke a routeRREP message received after making entry for
determination procedure on demand only. Thus, wheéarward path towards destination in its routingléab
a route is needed, some sort of global sear@nd second RREP for a particular RREQ is used for
procedure is employed. The family of classicalipdating table and forwarded only if RREP has highe
flooding algorithms belong to the reactive group. destination sequence number for the destination or
The advantage of the proactive schemes is th&ipp count is smaller in case of same destination
once a route is needed, there is little delay uh#l sequence number otherwise RREPs are suppressed.
route is determined. In reactive protocols, becausg¢igher sequence number ensures fresher route.
route information may not be available at the time HELLO messages are exchanged for maintaining
datagram is received, the delay to determine aerouteighbourhood connectivity.
can be quite significant. Furthermore, the global
flood-search procedure of the reactive protocols

. K . Duplicate Duplicate
requires significant control traffic. Because ofsth RREQis _RREQis
long delay and excessive control traffic, pure tigac discardd by ¢ discarded by R

routing protocols may not be applicable to realetim RREQ

communication. However, pure proactive schemes are —F 0 X / e 3
likewise not appropriate for the ad hoc networking a
environment, as they continuously use a large quorti e

of the network capacity to keep the routing ‘ \ /v
information current. e / e

There exist another one protocol which having the Broadcast

; ; ; . RREP ; R replies to only
properties of both Proactive and active protocsls i nicasted to RREQ received .

. viaAtoD & E one RREQ whicl

called Hybrid protocol (ZRP). received earlier

Since nodes in an ad hoc network move quite
fast, and as the changes may be more frequent than
the route requests, most of this routing informai® Fig.2. AODV Routediscovery
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In Fig. 2, source node S initiates route disrgv even if messages have been re-ordered while in
message broadcasting to node A and B. Node t€ansmission.
discards duplicate RREQ and further rebroadcasts
RREQ received from B to node E and D. Destinatio@.3. ZRP (Zone Routing Protocol)

node R replies to first RREQ received from E an% . . . :
: : ; : one Routing Protocol (ZRP) is a hybrid routing
discards duplicate RREQ by D. So reply is unicaste Eotocol suitable for a wide variety of mobile ageh

back to source node and each node maintains sin@ work allv th | work
path both in forward and reverse direction. etworks, especially those wilh fargeé network spans
and diverse mobility patterns. Each node proagtivel

The routing table entry corresponds to fields maintain_s routes within a local region (refe(rechm
shown in Fig-3. AODV uses a timer-based techniqu e routing zone). Knowledge of the routing zone
to remove stale routes. Each routing entry igopoilogy is leveraged by the_ ZRP to improve the
associated with a lifetime of a route known as eoutefﬁmency of a globally reactive route query/reply

expiration timeout. This timer is refreshed wheneve mechanism. The _proactlve malntenance qf routing
route is used. zones also helps improve the quality of discovered

routes.
In the Zone Routing protocol, a proactive rogti

protocol provides a detailed and fresh view of each
node’s surrounding local topology (routing zone) at
the local level. The knowledge of local topology is

Destination| Sequencg Hop | Lifetime | Next
ID Number | count of a hop
route

used to support services such as proactive route
maintenance, unidirectional link discovery and gdid
message distribution. One particular message

Once a route is established between source ag]igtribution service, called border casting, disect
destination nodes it is maintained in routing tahde queries throughout the network across overlapping

routing zones. Border casting is used in place of

Ipng as source need_s this route for data transter aéraditional broadcasting to improve the efficierafya
timer does not expires. Whenever a source no & . .
bal reactive routing protocol.

moves during active session of data transfer a ne%\/0
9 The benefits provided by routing zones, coragar

route discovery process is initiated and if an . ; . .
: . e —with the overhead of proactively tracking routirgne
intermediate or destination node moves or a lin . .

opology, determine the optimal framework

break, RERR message including lists of unreachab %nfiguration. As network conditions change, the

destinations along with their sequence numbers famework can be dynamically reconfigured through
broadcasted back to source node. Each node UPQI} istment of each node’s routing zone
receiving a RERR message from a downstreaf 9

neighbour and using failed link must invalidate thes, MANETsROUTIMG ATTACKS

route and source node reinitiates new route disgove ANET is a collection of mobile nodes. sometimes
RERR message is rebroadcasted if at least or% . N

destination becomes unreachable. nodes in MANET can be bad or malicious and t_hese
bad nodes cannot forward the packets due to thair a
. . . of conserving network resources such as band width,
2.2. OLSR (Optimized Link State Routing) battery etc. bgy the denial of service.

OLSR [7] is a proactive routing protocol for mobile There are mainly two types of attacks in MANET
ad hoc networks. The protocol inherits the stabiit Active and Passive [1].

a link state algorithm and has the advantage oihlgav

routes immediately available when needed dueits  3.1. Active Attacks

proactive nature. OLSR minimizes the overhead fromn active attacks, intruders launch intrusive atés
flooding of control traffic by using only selected o : -
nodes, called MPRs, to retransmit control messagesu.Ch as modifying, Injecting, forging, fabnc_:atumg_
This technique significantly reduces the number o ropping data or routing packets, resulting in suasi
retransmissions required to flood a message to gnsrupuons to the network. Some of these attacés a

nodes in the network. Secondly, OLSR requires onl Zzssg ng:eglgglz 22“\6'3]5; gpag%:/?t?eeg t?mcjiolgl:](;a
partial link state to be flooded in order to pravid . ' Dy q y .

intruders. Active attacks (as compared to passive
shortest path routes.

Also, OLSR does not require sequenced delivery a*ttacks) disturb the operations of the network eam

: e _so severe that they can bring down the entire
messages. Each control message contains a sequence

Lo work or degrade the network performance
number which is incremented for each message. ThuI nificantly. as in the case of denial of service
the recipient of a control message can, if require&a t?acks Y
easily identify which information is more recent - '

Fig.3. Routing Table Entry in AODV
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3.2. Passive Attacks to consume a node’s resources, such as computationa

Passive attacks are those where the attacker aabes %nd battery power or to disrupt the routing operati

disturb the operation of the routing protocol bu{o cause severe degradation in network performance.

: ) For example, in AODV protocol, a malicious node
attempts to seek some valuable information throug@an send a large number of RREQs in a short period
traffic analysis. This in turn can lead to the thsare g P

of critical information about the network or nodestO a destination node that does not exist in the

) network. Because no one will reply to the RREQs,

tsr:J(:?dgfltti?yeorﬁ:r\?;,)oorrkt;ggglc?ggé the location of nasfes these RREQs will flood the whole network. As a

Active and passive attacks .are further classifis result, all of the noq e battery power, as well as

shown in Fig. 4 network bandW|th will be consumed and could lead

T to denial-of-service. In the authors show that a

flooding attacks can decrease throughput by 84
percent.

Malicious
Packet
Droppinc

Black Hole

Node 4 Broadcast

Node 1 RREQ for Node 10
broadcast
RREQ for
node 1

Broadcast
RREQ for Node
10

Fig.5. RREQ Flooding Attack

In RREQ Flooding Attack attacker node will
broadcast RREQ packet with fake destination address
or non-existing node in the network as shown in%-ig
here node 1 is attacker node and it will flood the
network with non-existing node in the network which
is node 10.

3.1.1.2Data Flooding Attack

When nodes in MANETs find the correct routing
path, source nodes send the data packets throagh th
route. In data flooding attack [2], the attackenstfi
maintains the routes to destination node, then send
frequently the useless data packets. The destmatio
node will then be engaged in receiving the excessiv
data packets from the attacker and cannot work
properly. The attacker packets engage the network
and stop the processing of legitimate data packets.

Traffic
Analysis

Fig.4. MANET Routing Attacks

3.1.1. Flooding Attacks

It is a type of active attadk which source node sends

large amount of data, Root request (RREQ) and Syr RREQ for node

packet to destination node, destination node Wéht Source ACK for nodd | Destination
be engaged in receiving the excessive Data, RRE Node N < Node M
and Sync packets from the attacker and cannot wo ~Sending Usele®!

properly. Data

3.1.1.1Root Request (RREQ) Flooding Fig.6. Data Flooding Attack

The aim of theRoot Request Floodinattack [3] is to In Data flooding firstly source node sendingtro
exhaust the network resources, such as bandwidth aequest to  destination when it receive
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acknowledgment for route to destination after that
source or attacker will flood the network by sewdi
excessive amount of data packets to destination as
shown in Fig 6.

Current
Audit Data

3.1.1.39ync Flooding

Apply Information
Attack is Detection Data Base
recognized Technigu
A

In Sync Flooding [10] a malicious node sends a huge
number of SYNC packets to a destination node. The
destination node sends back SYNC+ACK packets and
keeps the entry for the incomplete connection regue
The attacker never sends ACK so a large amount of
memory of victim node is consumed for storing
pending requests and node may come to a halt even.

SYNC
Source - Destination
Node N < SYNC+A(Q Node M
ACK

Fig.7. Sync Flooding Attack

Condition
Matched

Update New
Unknown |nf0rQWattiOn
Attack abou
Unknown
Attack

Fig.8. Knowledge Based I ntrusion Detection
Process

4.2. Anomaly Based Intrusion Detection

4. DETECTION SCHEMES FOR FLOODING
ATTACKS

In this section different detection methods to fout
the attacks in the network will be discussed. These
schemes or methods use to defend network from
malicious activities or attacks. With the help bése
methods, the incorrect or malicious activities e t
network can be detected. Detection schemes basicall
involves monitoring the network resources for
collecting audit data (set of data of the network
regarding user activities or network events) viita
help of this audit data attacks can be detecteds&@h
detection schemes [1] can be categorize in to three
categories
) Misuse Detection or
Intrusion Detection.
) Anomaly Based or Behavior Based Intrusion
Detection.
I11) Specification Based Intrusion Detection.

Knowledge Based

4.1. Knowledge Based Intrusion Detection

This type of system maintains information data base
that contains information about well-known attacks.
In this scheme current data from the network igtak
and compared with the data stored in informaticia da
base (which contains information about different
attacks). If the current data is matched with afiy o
data stored in information data base then it will
generate message that attack is recognize otheitwise
consider it as unknown attack and it will updatevne
information regarding unknown attack in Information
data base as shown in Fig 8.

This type of system monitors the activities which
are different from normal activities. These systems
are also called Behavior Based Intrusion Detection,
in this scheme information is collected about the
normal behavior of the network then this collected
data is compared with current audit data taken
from the network to detect the attack.

Current
Audit

Information Data

A 4

Apply Detection Baéipaebc?géthe
Techniqu Normal Profile
of Network

Attack is
recognized

Condition
Matched

Update
Expected
Normal Profile
of the Networl

Fig.9. Anomaly Based Intrusion Detection
Process
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If the current audit data is match with information 5.3 In [11] author proposed an Adaptive technique
stored in data base about the behavior of ther the flooding attack. It basically works on the
network then it will generate alert for attackstatistical analysis to detect malicious RREQ flood
otherwise if there is a deviation between currerand prevent forwarding of such packet. In this
audit data and expected profile data then it wilapproach node maintain a count table for rate of
update expected normal profile of the network aRREQ of its neighboring nodes. If the rate of RREQ

shown in Fig. 9. is more than predefined threshold value then theflD
that neighbor is blacklisted same as [6] , buthis t
4.3 Specification Based I ntrusion Detection method threshold is determine on the bases of

statistical analysis of RREQ Floods. The main

In this type of detection system [4][7] firstlgts advantage of this approach is that it can alsogev
of specification as information data base is definlooding attacks with varying rates.
and then these set of specifications are used to
monitor Routing protocol operation or network 5.4 In [2] author proposed a new defense scheme
layer operation to detect Attack in the network.  against the RREQ flooding attack. Basically RREQ

In this approach system observe the behavior 8¢oding attacker will not obey the binary exporiaht
individual nodes and generate alert if a nodback off, which is normally obey by the RREQ of
violate the behavioral specifications. This detecti AODV scheme. In this scheme firstly each
scheme can detect all types of attacks whether itieighboring node is checked whether it obey binary
known or unknown for system. back off for time to wait for RREP or not. Which
node do not follow this criterion is identified as
suspicious node and secondly rate of RREQ is
checked, in this scheme two threshold values sed u
RREQ _RATELIMIT is considered as®1threshold
and other is (RREQ_RATELIMIT)/2 is considered as
2" threshold. If the rate of RREQ is less thah 1
threshold then the node is identified as normakndd
the rate of RREQ is lies in betweer' and 2¢

Current
Audit Data

\ 4

Set of

Apply Specification Specifications threshold then the node is identified as suspicious
Based Detection (Information node and add to delay queue. If the rate of RREQ is
Technique Data Base) above the ' threshold then the node is identified as

Attacker and ID of that node is broadcasted to all
neighboring nodes.

reACtt:;;Zused 5.4 In [4] author proposed a new mechanism to

prevent RREQ flooding attack the author of proposed

YES N an Effective Filtering scheme against RREQ flooding
Condition attack; this scheme can detect the malicious nadds

Matched attacker nodes, which are disturbing the network
’ communication.
In this scheme there are two thresholds 1)
) o ) ) RATE_NM and 2) BLACKLIST_NM, which are
Fig.10. Specification Based Intrusion Detection used to limit the RREQ message.
Process Here RATE_NM parameter denotes no. of
5 PREVENTION SCHEMES FOR FLOODING RREQ thap can be accepted and procgssed. Here each
ATTACKS node monitors the RREQ and maintain a count table
] for RREQ received. Whenever a RREQ request is
There are several methods available to prevent thgceived a condition check is performed, if the ratt
Flooding attacks in MANETs (Mobile Ad-hoc received RREQ is less than the RATE_NM then

Networks). received RREQ processed normal otherwise a second
~condition check is performed, where received RREQ
51 In [3] author proposed a new preventiong compared with another threshold

scheme for the flooding attack in MANETS; in whichg] ACKLIST NM, if the rate of RREQ is greater
each node maintain a count table for rate of RREQ ¢4an the BLACKLIST NM then it is assume that
its neighboring nodes. If the rate of RREQ is mor@articular node trying to flood the network withkéa
than predefined threshold value then the ID of theﬁéREQ messages otherwise the received RREQ is add
neighbor is blacklisted, but the limitation of thisg delay queue. After identification of sender nade

scheme is that it cannot prevent the attack in Whicmalicious node it will be blacklisted. The malicgou
rate of RREQ is below threshold.
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Arunmozhi Annamlai, Venkataramani
Yegnanarayan, "Secured System against DDoS
Attack in Mobile Adhoc Network”, WSEAS

After adding malicious node to blacklist all the Transaction on Communication Issue 9, Volume
neighboring nodes of malicious node now free to 11, September 2012.
entertain RREQ from other genuine nodes, if thg8] Bounpadith Kannhavong, Hidehisa Nakayama,
received RREQ has rate in between RATE_NM and  Yoshiaki Nemoto, and Nei Kato, “A Survy of
BLACKLIST_NM then this will de add to delay Routing Attacks in Mobile Ad hoc Network,”
gueue by doing so the node which has high attaek ra IEEE Wireless Communications ¢ October 2007.
will be delayed. [4] Jian-Hua Song, , Fan Hong, Yu Zhang, "Effeetiv
filtering Scheme against RREQ Flooding Attack
55 In [6] author proposed a new prevention in Mobile Ad Hoc Networks”, IEEE Computer
scheme for RREQ flooding attack. In this scheme all  Society 2006.
nodes are categorize as Friend, Acquaintance af] Joseph P. Macker, a M. Scott Corsohhlobile

node is blocked for a time period given bhy[2]
BLACKLIST_TIMOUT_NM after if black list time
out it will be unblocked.

stranger depending upon relationship (trust lew&h

their neighboring nodes. Initially all nodes are

stranger to each other , the trust level is a fonobf

Ad Hoc Networking and the IETF”, Mobile
Computing and Communications Review,
Volume 2, Number 1)anuary 1998.

many parameters such as ratio of no. of pack@] Revathi Venkataraman, M. Pushpalatha, and T.

forwarded successfully to the neighbor to the total

of packet sent to the neighbor, average time taéen

respond to a route request etc.

According to the trust level neighbors are

Rama Rao, "Performance Analysis of Flooding
Attack Prevention Algorithm in MANETS”,
World Academy of Science, Engineering and
Technology 32, 2009.

categorize as Friend (Most trusted), Acquaintandg] T. Clausen, P. Jacquet, ” Optimized Link State

(trusted) and stranger (not trusted).

Routing Protocol (OLSR)”, IETF October 2003.

Here the threshold trust level for stranger t§8] Tao Song, Calvin Ko, Chinyang Henry Tseng,

become an acquaintance is represented ggaiid

Poornima Balasubramanyam, Anant Chaudhary,

threshold trust level for an Acquaintance to become
Friend is denoted by Specification-Based Intrusion Detection for
1. If T > = Tgi then node is considered as Dynamic Auto-configuration Protocols in Ad
Friend node, Hoc  Networks”, Springer-Verlag Berlin
2. If Taq < =T < T then node is Heidelberg LNCS 3866, pp. 16 — 33,2006.
considered as Acquaintance node, [9] Tarunpreet Bhatia, A. K. Verm&dSimulation and
3. If0< T <T,qthen node is considered as Comparative Analysis of Single Path and
Stranger node. Multipath Routing Protocol for MANET
To prevent RREQ flooding attack the threshold ANVESHANAM - THE JOURNAL OF
level is set for the max. no. of RREQ node canivece COMPUTER SCIENCE & APPLICATIONS,
from its neighbors, If specified level of threshatd VOL. II, NO. 1, AUGUST 2013-JULY 2014
reached further RREQ from nodes are dropped ¢t0] Tarunpreet Bhatia and A.K. Verma, “Security
blacklisted. Issues in Manet: A Survey on Attacks and
Defense Mechanisms,” IJARCSSE,Volume 3,
Issue 6, June 2013.

6. CONCLUSION
i . i [11] Saman Desilva Rajendra V. Boppana,
MANET's are the most promising field of research ~ »\;itigating Malicious Control Packet Floods in

but there are always security threats from attadker Ad Hoc Networks”, IEEE  Wireless

to their characteristics and absence of centralized  gmmunications and Networking Conference
administration. This paper provides a survey of March 2005. ’
various types of Flooding attacks, their Detectiowl 12] Zygmunt J. Haas Marc R.

Prevention Mechanisms. Hopefully the surve} Pearlman.PrinceSamar :'Zone Routing
presented in this paper will be helpful in designin Protocol”,IIETF July 20(’)2.

more secure detection and prevention schemes for

flooding attacks.

and Karl N. Levitt “Formal Reasoning About a
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